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PASSWORD MANAGERS

The slide show and notes will be available for download on our website.
Slide 1 — Title page Password Managers
Slide 2 — What is a password manager?

Basically, a password manager will generate, retrieve, and keep track of super-
long, crazy-random passwords across countless accounts for you.

Slide 3 — Why use a password manager?

The whole idea of a password is that it’s private —something known only to you
and to the entity with which you have an account (a bank, website, cloud service,
etc.). If someone else learns your password, that person can access your data,
and that’s just the beginning.

The beauty of a password manager is that it can create strong, less crack-able
passwords and it remembers them for you! You will always have access to all of
them in a single, encrypted file.

If you have several accounts, will you remember the good, long hard-to-crack
password for each one? Of course not! And if you try to create them yourself it’s
a time consuming and frustrating task.

Consider the hassle and risk of having one of your accounts hacked. It would be
a nightmare, not to mention possible loss of your assets (yes, your money).

And if you’re hacked, it’s possible that you will be locked out by the thief!
Slide 4 — How does a PM work? - 1

Password managers also protect all your vital online info—not only passwords
but PINs, credit-card numbers and their three-digit CVV codes, answers to
security questions, and more—with encryption so strong that it might take a
hacker between decades and forever to crack.

Slide 5 — How does a PM work? - 2

Every password manager starts with the same premise: put all your passwords
(and, often, other private information) inside this secure storage place, and
unlock it as needed with a single master password. Superficially, most password
managers even look similar—they’re essentially encrypted databases with
predefined fields for username, password, URL, and a few other items.



Slide 6 — How does a PM work? - 3

Use the PMs built-in password generator to create a secure master password.
Make a note of the master password and save it somewhere safe. Not in your
sock drawer. Then, after you set up all your on-line your accounts, the PM will
remember them for you so you will not need to need to remember all those
passwords.

Slide 7 — How does a PM work? - 4

Setting up a password manager can take a some time, especially if you have a
lot of accounts to protect, but consider the amount of time you will spend fixing
your accounts if you do get hacked.

Even seemingly minor accounts and especially social media accounts should
also be protected. When you set up an account for say, a newspaper or
magazine subscription, you will have to enter certain information about yourself.
If that account is breached, this information about you will help a hacker compile
more information about you so they can get into your other accounts, such as a
store account which may also have your credit card number on file.

Breaking up the task into smaller sessions can make it easier to handle. Start
with the most important accounts first, then do a few at a time on different days
until all of them are done. That way it’s not such a daunting task.

Slide 8 — Names of PMs — PG 85

Each one of these application names is an active link to its website where you
can see more about the them and download a possible free trial. Some are free
for the basic tasks; you have to pay for the premium elements.

Slide 9 — Features to consider for a PM - Page 78 TCO-Password Book

Beyond the basics there are a great many features that can spell the difference
between a great password manager and a mediocre one. Not everyone cares
about the same features, so you may want to create your own list of priorities as
you consider various password managers.

Features to consider when choosing your password manager software
- Platform: Mac, iOS, Windows, Android
- Extensions: Lets you access your credentials from within your browser

« Autofill: Fills in the ID & Password, etc automatically for you



- Form Capture: Some PMs can fill in information on online forms for you

- PW Generator: Specifies the length, complexity and security of a password

- Data Storage: Data stored in a “Cloud” or locally on your Mac or both
« Synching: Several devices in your network can access the data
« Sharing: Some allow sharing with other trusted users or emergency contact

« 1Time PW View: Time-based one-time password (TOTP), as in 2FA

« 2FA Support: 2-step factor authentication — a code to use once to get in
- Security Audit: Alerts you to possible weak, reused or old PWs
* Pricing: Free for basic features, one-time payment or subscription

These features can seem daunting when you read all about them, but you don’t
need to actually use all the features provided to create, store and access your
password when logging into an account. Maybe you just want basic features, as |
do. | bought the stand-alone version of 1Password.

Slide 10 — Keeping Your PWs secure - BAD HABITS
1. Asimple password is nearly as bad as no password at all.

2. Don’t use PW hints. That only helps the hackers

W

Using the same password, even just part of it for multiple accounts is a
terrible, terrible, terrible idea. Just. Don’t. Ever. Do. It.

Keep your passwords safe and secure. No sticky notes on your monitor!
Free wiFiis NEVER secure or safe. Don’t do your banking at a public place.

Make sure you see the https//: with the “S” meaning it is a secure website.

N oo O &

Back up your passwords to a secure place. A flash drive that you keep in
your locked safe or firebox will work well. Back-up passwords P115.

8. Prepare for the worst. Learn what to do if you are hacked. Have your
account phone number handy so you can call them if you need to cancel or
freeze a credit account.

Emergency plan Pg 116



Slide 11 — MOST IMPORTANT — What makes a good password?
ENTROPY: Disorder, randomness, unpredictability — Pg35

Guessability — Hackers who want to break into accounts will run through millions
of the most common passwords—in seconds. A scary percentage of accounts
are vulnerable to such attacks. Think about it for a moment, are yours?

Memorability — Passwords, even strong ones, don’t identify a person uniquely. A
password is like cash—whoever holds it can use it, so if it’s stolen or found, it
works as well as if it’s in the hands of a legitimate owner.

Slide 12 — Hints for creating passwords from Take Control of your Passwords:

« User ID - Make one up, if allowable — Some require email address

Password - Make it as long as possible (PM will remember it for you!)

Security Question Answers — Make up “Fake” answers

(Q: City where you met your spouse? A: Jupiter)

Use your favorite password generator to create something random.
+ (My favorite teacher? MEk8"RL3{Xvu)

Use FAKE info — When asked to supply the answer to a security question, there’s
one rule: Lie. Never, ever type in your mother’s real maiden name, your third-
favorite dessert in kindergarten, or your best friend’s pet’'s name. The facts
related to typical security questions are too easy for someone else to discover,
and they weaken rather than strengthen your security.

Some accounts, such as a bank, might need true, real answers, however.
Create a VIP List — You should memorize a few major passwords
The list of passwords that you need to memorize should be very short.

My Examples: 1Password Master PW, MacBook Pro Admin PW, Apple ID PW,
Dropbox PW.

Slide 13 — Take Control of Your Passwords E-Book 30% discount Offer
Offers email sent 6/17/19 Subject line: AUG Vendor Offers

1Password 7 for Mac Standalone version $49.99
https://1password.onfastspring.com/in-app/1password-7-for-mac



Slide 14 — QUESTIONS? KEYCHAIN ACCESS
About One-Time Passwords Pg 46

Suppose a site asks for your username and password—both part of “what you
know”—and then it prompts you to enter a second password in the form of a
numeric code that changes frequently. That code is a one-time password, or
more specifically a time-based one-time password (TOTP). Assuming that code
is generated by a unique object you have, it counts as a second factor.

Apple Keychain Access
Found in Applications> Utilities. Double click to open Keychain Access.

To view a stored PW, double-click the account url in the Name column, enter your
Admin PW, check the Show password box.

To create new passwords, click the little Key icon at the right to open the
password generator. Adjust it for security, complexity and length. Longer is better.
You can copy the PW and paste it into the password field when creating an
account. You can also use it to create user IDs.

Importing data from Apple’s Keychain format can be done, but because of
Keychain’s security design, you must individually approve every single login item
as you import it (which means clicking Allow, or entering your Administrator
password). If you have hundreds of items in Keychain, that can be an
enormously time-consuming and tedious process.

1Password Information

1Password not only comes first in alphanumeric order, it’s also my favorite and the one I've
relied upon for years. I've met the developers, beta-tested new versions, and worked more
extensively with it than with any of the others | describe here. In fact, | like it so much | wrote
an entire book about it: Take Control of 1Password.

1Password details:

Platforms: Chrome OS, Linux, Mac, Windows, iOS, Android, Apple Watch.

Extensions (Mac): Chrome, Firefox, Opera, Safari.

Extensions (Windows): Chrome, Edge, Firefox, Opera.

Autofill/autosubmit: Autofill (but not autosubmit) when you press a keyboard shortcut.
Form capture: Automatic (with prompt) as you submit forms.

Password generator: User-defined password length up to 64 characters, with optional digits
and punctuation; Diceware-like Words option.

Data storage: 1Password accounts (which come in personal, team, and family varieties) use



cloud storage but keep a local copy of all data; local storage (instead of or in addition to a
1Password account) also supported.

Syncing: Dropbox, iCloud (macOS/iOS only), or Wi-Fi sync (macOS/iOS/Android only);
1Password accounts use proprietary cloud syncing.

Sharing: Yes.
One-time password viewer: Yes, with subscription or Pro version for mobile.
2FA support: Yes (for 1Password accounts).

Security audit features: Passive and active. The “Watchtower” security audit identifies
compromised logins (sites for which you haven’t changed your password since a known data
breach), vulnerable passwords (passwords found in leaked password databases), reused
passwords, weak passwords, unsecured websites (those for which your login item records a
URL starting with “http,” not “https”), inactive 2FA (sites that offer two-factor authentication
but for which you haven’t enabled it yet), and expiring items.

Pricing: Two options. Either pay a subscription fee for a 1Password account (starting at
$2.99 per month, billed annually) and get licenses for all platforms, or buy a standalone
Mac or Windows license for $49.99, which covers a single user on any number of
computers on that platform. With a standalone license, the iOS and Android versions are
freemium—a $9.99 in-app purchase of Pro Features provides one-time passwords,
attachments, custom fields, multiple URLs, multiple vaults, tags, additional categories, and
(for iOS only) Apple Watch support.

To expand on the points above, 1Password offers two licensing models: subscription, which
is the default, and standalone, which is still supported, though very difficult to find. Both
license types support local vaults (optionally synced via Dropbox, iCloud, or Wi-Fi), while
subscriptions also support cloud sync via 1Password’s proprietary service, and include
interesting extra features (such as Travel Mode, which removes sensitive passwords from
your devices if you’re concerned about border inspections) and extensive control over
sharing passwords securely.

Users on a 1Password subscription can opt for 1Password X, an extension for Chrome and
Firefox (which works on macOS, Windows, Chrome OS, and Linux) that provides browser
integration with 1Password accounts without the use of a separate, standalone app.




